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About the Document
This document presents the Asset Management Procedure of C-DAC Operation. This documented procedure to be considered in the absence of an existing approved asset management process. The following section describes the scope, intended audience, Security objective, distribution, review and version control and organization of the document.
This document will not address the procurement practice requirement.
In this document, the following verbal forms are used:
— “shall” indicates a requirement;
— “should” indicates a recommendation;
— “may” indicates a permission;
— “can” indicates a possibility or a capability.
Intended Audience
The document is intended for internal C-DAC security operation involving C-DAC management, trusted member involved in operations, system owners, administrators, developers, auditors, contractors and third parties involved. This procedure applies to all information and information assets collected, processed and maintained for operation at all identified facilities of C-DAC.
Security Objective
C-DAC defines security objectives for information and information systems of operation:
CONFIDENTIALITY: Preserving authorized restrictions on information access and disclosure, including means for protecting personal privacy and sensitive information.
A loss of confidentiality is the unauthorized disclosure of information.
INTEGRITY: Guarding against improper information modification or destruction, and includes ensuring information non-repudiation and authenticity.
A loss of integrity is the unauthorized modification or destruction of information.
AVAILABILITY: Ensuring timely and reliable access to and use of information.
A loss of availability is the disruption of access to or use of information or an information system.
Non Repudiation: The ability to prove the occurrence of a claimed event or action and its originating entities.

Distribution
Information Security Asset Management Procedure shall be made available to the function owners involved. The intended audience of this document are personnel involved in C-DAC operation. The Asset Owner, Custodian, and Users shall read, understand and adhere to this document.
Change and Version Control
Change to C-DAC IT Asset Management Procedure document shall require approval from C-DAC management.
ID and Name		: MA-CDAC-02 - Information Asset Management
Classification		: Internal
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	ISMS
	Information Security Management System
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	Chief Information Security Officer

	NISO 
	Nodal Information Security Officer

	ISR
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1. [bookmark: _Toc50047631]Purpose
The purpose of this manual is to support C-DAC in establishing a structured IT Asset Management process throughout the IT Assets lifecycle.
2. [bookmark: _Toc50047632]Scope
The scope of the Information Technology Asset Management is for all the Centres involved in handling information and information asset for research, design, development, operate, maintain and support managed by C-DAC.
	ISO 27001: 2013 Control
	A.8

	Policy Reference
	C-DAC Information Security Policy 5.5

	Legislative, Regulatory, Compliance or Contractual Agreement Reference
	-


3. [bookmark: _Toc50047633]Terms and Definitions
Asset – An asset is anything that has value to the organisation and which, therefore requires suitable protection. 
Asset Custodian - Individual or entity may be delegated with the management responsibility and security of the asset.
Asset Owner - Functional head shall be recognised as the functional owner accountable of assets at respective group/division.
Asset User - Individual, entity, owner or custodian who may use or possess an asset(s) for organisation related tasks shall be responsible for the operational security as per the procedures ensuring confidentiality, integrity and availability.
Information Asset – Data or knowledge that has value to the organisation in the form of technical information, financial information, intellectual property, brand, reputation and employee details, or information entrusted to them by customers or third parties. 
Information Asset Container – The technology asset, a physical form or human, where the information is processed, stored or transported.

Note: Information Asset or Asset would invariably be referred as Asset.
4. [bookmark: _Toc50047634]Responsibility and Roles
Asset Owner
· Every asset shall have a designated owner.
· Shall be responsible for controlling the development, maintenance, production, use and security of the asset.
· The owner may delegate an individual or an entity asset custodian as required by the function.
· An asset will have users. Who may be the owner itself, or within the department or from cross functional department or teams.
· Shall classify the asset for security based on the confidentiality, integrity and availability requirements of the asset as per the security classification guideline.
· Shall identify, implement, operate and maintain appropriate security control to protect the asset in consultation with the Information Security Department [NISO].
· Shall be accountable for the security of the information asset.
· All client supplied information or information produced as a requirement during the function operation shall be owned by the Group Head/Project Head.
· Will be responsible for the asset lifecycle management.
Asset Custodian
· A custodian may possess an asset on behalf of the owner, who shall ensure the necessary information security policy and standard requirements are maintained as per the classification by the owner.
Asset User
· A user may be an owner who is an individual or an entity.
· Shall ensure adequate security in operation and maintenance in compliance to the organisation security policy, procedure, guidelines.
· A user shall report any deviation from the approved standard, a cyber event or incident affecting the confidentiality, integrity or availability of the asset immediately to the Incident Management Team [ISR/NISO].
5. [bookmark: _Toc50047635]IT Asset Management Process
All information assets of CDAC shall be identified and documented. The information asset may be in an asset container like information processing system, or contained in storage device, software, hardware, supporting documents, human resource, infrastructure or the facility. Inventory of Information Asset, and Information assets containers should contain the details including asset type, asset classification based on criticality, location of asset, value of assets, Annual Maintenance Contract (AMC) details, backup information and relevant information deemed necessary for the management of the asset. 
This would enable the organisation to appropriately protect the assets depending on the asset value and its importance to the mission based on its appropriate classification. The respective Departments/Groups are responsible for their assets and applicable guidelines to be complied with.

All assets shall be uniquely identified, controlled and managed throughout its lifecycle.
5.1. [bookmark: _Toc50047636]Asset Identification/Discovery
An Information Asset may be created, procured, transferred from other parties or housed on behalf of an entity.
These Information Asset may be in tangible or intangible form contained in digital or non-digital form, which needs to be identified or discovered and inventoried. 

A procured/inducted asset will be subject to verification and validation with respect to the technical specification requirements and shall be approved for official use.

A sample illustrative list of Information Asset is recorded in Annexure A for reference.
5.2. [bookmark: _Toc50047637]Asset Registration (Ownership)
All identified Information Assets shall be recorded, ownership assigned, owners may assign custodian, inventoried and maintained.

1. Register the asset for the organisational use in the Department Information Asset Register - Annexure B – Asset Register Template.
2. There shall be two independent registers by the department based on the classification;
a. One register for High Level Classification Information Assets, 
b. Another register for Medium and Low Level Classification Information Assets.
3. Assign a Unique Identifier for each information asset.
4. Assign an owner of the asset.
a. The owner shall classify the asset based on the classification guideline in clause 5.3.
b. The owner may assign a custodian for the asset.
c. Owner shall define adequate security requirements to ensure confidentiality, integrity and availability of the asset.
d. The custodian shall maintain the asset security as identified by the owner.
e. Shall periodically determine that the security requirements are maintained.
5. The department shall maintain the up to date Information Asset as prescribed in the template. 
6. The department and the centre store department shall maintain a record history of Information Asset Containers
7. The Asset Register should also be classified appropriately.
5.3. [bookmark: _Toc50047638]Asset Classification
A data or information shall be classified based on the criticality and sensitivity considering the following;
· Level of risk tolerance
· Level of protection in Storage and Transport
· Access control requirement
· Archival requirement
· Data handling processes
· Data publishing mechanisms
· Data disposal mechanisms
· Data distribution processes
This classification is independent of data or information format and must rely on the core security parameters that determine the classification. The below questions shall be asked while classifying:
1. Does the data relates to any living individual?
2. Does the data relates to any living individual and denotes sensitive personally identifiable information?
3. Is the data critical to the operation of the function, project or system?
4. Is the data governed by legal, regulatory or statutory compliance requirement?
5. Is the data sensitive or critical to the clients business, mission, service or operation?
6. Is the data a highly guarded national/state secret?
7. Is the data of national/state interest?
8. Is the data subject to and limited for official C-DAC use only?
9. Is the data meant for public release and approved by Head of the Department or Head of the Project?
Any data found unclassified shall be intimated with Head of the Department or Head of the Project or the NISO for classification.
Data or Information shall be classified as;
	Classification
	Deciding factor

	High Level Classification

	Top Secret
	Information, unauthorized disclosure of which could be expected to cause exceptionally grave damage to the national security or national/state interest. This category is reserved for nation’s closest secrets and is to be used with great reserve.

This information classification may be defined by the Government Agency who entrust the asset with C-DAC for its engagement, or otherwise C-DAC shall classify information of that nature.

	Secret
	Information, unauthorized disclosure of which could be expected to cause serious damage to the national/state security or national interest or cause serious embarrassment in its functioning. This classification should be used for highly important information.

This information classification may be defined by the Government Agency who entrust the asset with C-DAC for its engagement, or otherwise C-DAC shall classify information of that nature.

	Moderate Level Classification

	Confidential
	Information, unauthorized disclosure of which could be expected to cause exceptionally grave to the security of the organization or could be prejudicial to the interest of the organization, or could affect the organization in its functioning.

	Restricted
	Information, unauthorized disclosure of which could be expected to cause damage to C-DAC function, project or employees. It should be limited to specific function or personnel on a need-to-know basis and/or need-to-use.

	Low Level Classification

	Internal
	This classification shall be applied to information which is essentially meant for internal official C-DAC use only, and which should not be published or communicated to anyone except for official purposes. 
The information considered sensitive that should be limited to the employees, and specific data for approved visitors such as suppliers, contractors, vendors or auditors.

	Public
	This classification shall be applied to information which does not fall under any of the above categories, and is essentially meant for public view. This data or information considered are to be acceptable for general disclosure, which should be specifically approved before the release.

	Default
	Information until subject to the above classification would be Internal.


[bookmark: _Toc50047650]Table 1: Information Classification
Note: The asset container shall inherit the classification of the data or information it processes, stores or transfers.
The classified information asset shall be labelled accordingly as per clause 5.4.
The Classified Information shall be reviewed annually and may be subjected to reclassification. When ‘Top Secret’, ‘Secret’, ‘Confidential’ and ‘Restricted’ information is involved, the information asset owner shall ensure that a log is maintained (Annexure D – Information Asset Transfer and Access Log) reflecting the number of copies made, the location of copies, the identity of recipients, the addresses of recipients and any other person viewing the copies.
· This log will be maintained as long as such information retains in these sensitivity classifications.  
· This log will also be classified as restricted.
[image: ]
Figure 1: Data classification decision flow
5.4. [bookmark: _Toc50047639]Asset Labelling
Asset owner shall ensure that all information assets and information asset containers are appropriately labelled with security attributes with specific information visibly in human-readable form.
These attributes shall be retained with the information during its life-cycle to enable the enforcement of the information security policies for access control or information flow control.

Security attribute should be subject to the following;
· Security attribute may change over time, upon aggregation of varied category information and when combined together, change in privilege and change in security classification.
· Changes to security attribute should be limited to authorized individuals.
· Assure security attributes be displayed in human readable format to the output.
· Security attribute re-grading shall be only through approval of the group head or project head.
Information Assets shall be labelled with visible classification.
Information Asset containing the classified information shall also have external marking with the classification attribute along with;
· Identifier,
· Version,
· Date of creation,
· Date of archival,
· Date of Disposal, and/or
· Owner.
The below table is an illustrative guideline for labelling.
	SN
	Information Asset or Asset Container
	Illustration Labels

	1.
	Softcopy or Print aggregate of information file.
	· Classification and version and Document Name on the file cover page and on footer of all pages.

	2.
	Electronic media or optic media storing sensitive file, Registers and forms.
	· Classification and version and Document Name on the subject surface.
· Relevant Time/Dates, Owner details

	3.
	Connector data cables, Console cables, network cables and power cables.
	· Should be marked / provisioned with identification tags.

	4. 
	Information processing, storing or transferring hardware.
	· Should be marked / provisioned with identification tags.
· Access restriction label for critical systems.

	5.
	Hardware used by the functions for its defined purpose of outcome.
	· Should be marked / provisioned with identification tags.
· Access restriction label for critical systems.

	6.
	Secure zones or facility
	· Access restriction banners shall be visibly displayed.


[bookmark: _Toc50047652]Figure 2: Information Asset or Asset Container label illustration
5.5. [bookmark: _Ref46764109][bookmark: _Toc50047640]Acceptable Use
The owner shall undertake access agreement from the individual requesting access to the asset for acceptable organisation functions use.

Users shall not attempt unauthorised access on the asset other than assets authorised to access.
Users shall not establish or use information system other than approved by C-DAC or the client organisation. 

Information assets shall not be shared through third party cloud service or infrastructure for email, storage, file sharing or instant messaging.

Acceptable use agreement shall be acknowledged by the user as in Annexure C – Asset Access or Acceptable Use Agreement
5.6. [bookmark: _Toc50047641]Asset Handling
Classified information shall be appropriately protected from unauthorized access or disclosure during its use, transfer or even when not in use.
When not in use and left unattended, information asset shall be locked away in cabinet or strong steel fire resistant cabinet depending upon its classification and safeguard requirements.
Changes to asset shall be subject to the “Change Management Process”
Asset in media
a. Access to the information asset shall be restricted based on the need-to-know by the personnel or role.
b. Such access shall be authorised by a recorded request and response. The media transfer history from person to person shall be maintained over the period of use and archival.
c. Group Head shall decide the use of portable media based on risk profile, regulatory requirements and accountability factors of the information for the project.
d. Electronic Media should be chosen to hold the information supporting for cryptographic requirements.
e. Information Asset of higher classification shall not be written onto a media with lower classification, upon such action the media should be re-classified to the high information value with applicable access and transfer control.
Media Transfer
a. Scenario may arise for information transfer within department, between departments, between centres or with applicable stakeholder;
i. Secure File Server system should be used for transferring information across individuals, such transfer should be tracked for source and destination recipient with appropriate level of accountability and non-repudiation.
ii. Exceptionally, portable media may be used only for the ‘Internal’ and ‘Public’ classified information.
b. Upon information transferred physical through containers;
i. Top Secret, Secret and Confidential information when transferred should be locked and sealed in tamper evident envelop/container.
ii. Clause (i) transfer should be accompanied by a C-DAC employee.
iii. Transfer should be authorised by the Group Head or Project Head with adequate source and destination details.
iv. The transfer route should be considered based on and be aware of the environmental factors like humidity, water, temperature, Electromagnetic Interference, Electrostatic Interference or Radio Interference.
v. Postal services may be used for ‘restricted’, ‘internal’ or ‘public’, they be locked and sealed in tamper evident envelop/container and the transfer details should be recorded and maintained.
vi. The source, destination, service provider, transporting member details should be recorded in a register and maintained.
vii. All media transfer should be approved by the Group Head or Project Head.
viii. Moved asset shall be appropriately updated in the asset register and material movement register. 
Media Storage
a. Adequate level of protection shall be ensured for information asset while stored.
i. ‘Top Secret’, ‘Secret’ information asset in a container shall be stored in strong fire resistant multi factor authenticated storage.
ii. Upon regulatory or contractual requirement, the contained may be stored in a cabinet with dual control access.
iii. Restricted’, ‘Internal’ information asset may be secured in locked cabinet when not in use.
iv. Electronic media should be always protected from environmental factors like humidity, water, temperature, Electromagnetic Interference, Electrostatic Interference or Radio Interference.
v. Storage container like CD, DVD, External Hard Disk, File, or similar, access history should be maintained and secured.
vi. A record should be maintained with the history of media access.
5.7. [bookmark: _Toc50047642]Media Disposal
<<This section to be further developed based on the information media types in C-DAC, criticality of information asset types, and in compliance to regulatory and contractual, requirements>>

An information asset may be stored in an electronic, or non-electronic hard copy media.
The following steps should be considered for media disposal;
a. Upon end of life the media should be subject to secure sanitization or disposition.
b. High Classification categorized media shall not leave the organisation control.
c. The media should be approved for the sanitization by the Group Head or the Project Head.
a. Is the media condition for disposal?
b. Is the media subject to re-use?
c. Will the data erased magnetic tape be sent for recycling?
d. Is the device leaving organisation control?
e. Is the device damaged or not re-writable? 
d. The owner shall take the following steps based on the decision in (b);
a. Clear – applying technique to sanitize by overwriting and formatting where simple non-invasive data recovery technique is not possible or by manufacturer reset.
b. Purge – rendering the media in a state where recovery is infeasible even in laboratory conditions by overwrite, block erase, and Cryptographic Erase. Appropriate degaussing matching the strength of the media coercively may be used, but could make the media unusable.
c. Destroy – complete destruction of the media physically leaving impossible to reconstruct or reproduce even by laboratory techniques. Some techniques like shred, pulverize, incinerate, disintegrate, or melt.
e. If disposed at offsite, the media should be transferred securely.
f. A media may be subject to disposal upon damage, un-writable or obsolete.
g. The activity should be carried along with an observer from individual from other department and certificate produced declaring the disposal and non-reproducible form.
Deciding flow of Sanitization or Disposal
[image: ]
[bookmark: _Toc50047653]Figure 3: Sanitization and Disposal decision flow.
The table denotes the mode of media sanitization.
	SN
	Asset Container Type
	Mode of Sanitization or destruction

	Hard copy Media

	1.
	Non electronic media like paper
	· It should be shredded before disposal or Incinerate to make the information unreadable or reproducible.

	2.
	Microforms (microfiche, microfilm, negatives)
	· Burn to white ash or melt them.

	Electronic Media

	3.
	Optical Disk, CD, DVD
	· It should be shredded or optical grinding (Only CD) device.
· Incinerate reducing to ash.

	4. 
	Magnetic Tape or Magnetic Disk
	· Physical destruction through pulverization
· Data erasure removing existing data and ensure non-recovery of the data. By high intensity magnetic interference, Magnetic degaussing with appropriate to the device.
Such action should ensure, data remanence is nil.
· Incinerate by burning.

	5. 
	Hard Disk (Computer, Server, Laptop, Workstation or external disk)
	· Physical destruction, shred, disintegrate, pulverize or incinerate by burning.
· Data erasure removing existing data and ensure non-recovery of the data through degaussing. 
Such action should ensure, data remanence is nil.
· Zeroing the device with appropriate algorithm for minimum eight passes/cycles.
· Cryptographic erasure if supported

	6.
	Portable drive (USB, Flash cards, Memory cards)
	· Physical destruction, shred, disintegrate, pulverize or incinerate by burning.
· Data erasure removing existing data and ensure non-recovery of the data through degaussing. 
Such action should ensure, data remanence is nil.
· Zeroing the device with appropriate algorithm for minimum eight passes/cycles.
· Cryptographic Erasure if supported

	7.
	Hardware security module backup devices
	· Cryptographic Erasure.
· Zeroing the device with appropriate algorithm for minimum eight passes/cycles.
· Physical destruction, shred, disintegrate, pulverize or incinerate by burning.

	8.
	Network device (Router, Switch), Scanner, Printer or Tele fax
	· Clearing may be carried by manufacturer reset to factory default.
· <<Develop methodology for purging>>
· To destroy, disintegrate, pulverize or incinerate by burning the device.


[bookmark: _Toc50047654]Figure 4: Media sanitization or destruction mode.
<<A methodology shall be developed based on the media type and requirements>>
Verify sanitation or destruction
<< Verification methodology shall be further developed depending of the media and sanitization type>>
· The verification maybe carried on the complete device or by sampling.
· The verification should be carried by the personnel independent of the sanitization or the destruction.
· The equipment used should be appropriately calibrated depending upon the media used, the equipment should be regularly tested and maintained.
· The verification personnel should be subject to adequate level of training to demonstrate competence.
Certify the sanitization or destruction completion
A certificate should be generated for each asset subject to disposal. Refer 
Annexure E – Media Sanitization or Disposition Certificate.
The certificate should be maintained as record for a defined period.
Upon certification, if the asset is re-classified for a lower classification the classification label on the asset should be removed and the updated classification should be applied. Appropriate level of control should be applied based on the new classification in the new operating environment.
5.8. [bookmark: _Toc50047643]Asset Review
All hardware asset should be subject to annual inventory review by the Group Head / Project Head and Asset owners
This activity shall be initiated by the NISO in consultation with the stores department.
Asset classification review shall be subject to its re-classification needs depending upon the legal, regulatory, statutory, contractual obligation or organisation policy change, such reclassification shall be applied as and when applicable and appropriate control implied.
The information may be also be subject to re-classification due to its life-cycle change or termination.






[bookmark: _Toc50047644]Related Documents

· Procedure 
· 0X. ISMS-MA-CDAC-01-ISMS Manual-Ver 0.0.f.docx
· 0X. ISMS-MA-CDAC-0X-Risk Assessment and Treatment Process-Ver 0.0.a
· 0X. ISMS-PL-CDAC-01-Information Security Policy-Ver 0.2b.docx
· Records <<Record Identifier>>
· Registers <Register Identifier>>
· Forms <<Form Identifier>>


[bookmark: _Toc50047645]Annexure A – Tentative List of Information Assets
	SN
	Asset Type
	Asset Group
	Asset

	Information Asset

	1.
	Data / Information
	Research or Study data
	

	
	
	Intellectual Property
	

	
	
	Proposal
	

	
	
	Client Data
	

	
	
	Department / Project
	Request for Proposal

	
	
	
	Project Plan

	
	
	
	System/Software Requirement Specification

	
	
	
	Functional Requirement Specification

	
	
	
	Architecture

	
	
	
	Design

	
	
	
	Source Code

	
	
	
	Test Data

	
	
	
	Configuration Data

	
	
	
	Deployment details

	
	
	
	Reports

	
	
	
	Process Manual

	
	
	
	Operating Procedure

	
	
	
	Guidelines

	
	
	
	Training Manual

	
	
	
	User Manual

	
	
	
	Network Diagram

	
	
	
	

	
	
	Legal
	Memorandum of Understanding

	
	
	
	Agreements

	
	
	
	Licences

	
	
	
	Contracts

	
	
	Human Resource
	Employee personal identifiable data

	
	
	
	Employee record

	
	
	
	Other Official Records

	
	
	
	Forms and Templates

	
	
	Finance and Accounts
	Audit report

	
	
	
	Employee Medical claim record

	
	
	Purchase
	Purchase Records

	
	
	
	Tender document

	
	
	
	Supplier Data

	
	
	Organisation
	Reputation

	Information Asset Container

	2.
	Infrastructure Systems (Hardware’s)
	Server Systems
	Blade Server

	
	
	
	Rack Server

	
	
	Network Appliances
	Gateway

	
	
	
	Router

	
	
	
	Switch

	
	
	
	Modem

	
	
	
	Portable Branch Exchange

	
	
	Security Appliances
	Unified Threat Management

	
	
	
	Firewall

	
	
	
	Hardware Security Modules (HSM)

	
	
	
	HSM backup device

	
	
	
	Smart cards

	
	
	Storage Appliances
	Tape Library

	
	
	
	Network Access Storage

	
	
	
	Write Once Read Many device

	
	
	Workstations
	

	
	
	Laptops
	

	
	
	Smart Phones
	

	
	
	Tablets
	

	
	
	Reprographic Systems
	Printer

	
	
	
	Photocopier

	
	
	
	Image Scanner

	
	
	Communication Devices
	Wireless  Radio

	
	
	
	Wireless Access Point

	
	
	
	Wireless Repeater

	
	
	
	Mobile Device

	
	
	
	VoIP Phones

	
	
	
	Internet Data Card

	
	
	
	Tele Facsimile

	3.
	Software/ Applications
	Operating System
	Operating System Image

	
	
	
	Configuration details

	
	
	Utility Software
	

	
	
	Server Application
	

	
	
	System/Software developed
	

	
	
	Product or Solution Application developed by C-DAC
	

	
	
	Prototype or Proof of Concept
	

	4.
	Support Systems
	Surveillance
	

	
	
	Biometric Reader
	

	
	
	Access Control
	

	5.
	Service
	Internet Service Provider
	

	
	
	Subscriptions
	

	6.
	Human Resources
	Subject matter experts
	

	
	
	Technical personnel
	

	
	
	Employee
	

	
	
	Contingent
	

	7.
	Physical Media
	File
	

	
	
	Paper
	

	8.
	Facilities
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[bookmark: _Ref46395847][bookmark: _Toc50047646]Annexure B – Asset Register Template

	CDAC Centre
	 
	Group/Department
	

	Classification Category
	High Classification Category / Medium or Low Classification Category

	SN
	Asset Type
	Asset Name
	Asset Identifier
	Owner
	Custodian
	User
	Asset Description
	Location
	Security Classification
	AMC/ Warranty End Date
	Backup Location

	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	


[bookmark: _Ref46764136]** Register for High Classification Category shall be maintained independently. 



[bookmark: _Toc50047647][bookmark: _Ref50048628]Annexure C – Asset Access or Acceptable Use Agreement
In my capacity to deliver the assigned responsibility, request for access approval for the Information Asset / Information Asset Container for the use official purpose.
	Asset ID: 
	Asset Owner:
	Asset Custodian:

	Asset User:
	Date of Issue:
	Date of Return:

	Classification:
	Department:
	Project:

	Issuer Name:
	Issuer Signature:
	



Acceptable Use
· Use of Individual provisioned workstation categorised for normal functional use may be subject to use for learning or research on the internet related to professional development skills relevant to one’s position.
· Producing, acquiring or sharing information necessary to the assigned individual’s responsibility.
· Reasonable use of computing facility for personal correspondence, e.g. social media access, internet banking, personal emails, news portals considering those actions does not interfere with productivity, consuming high volume traffic or violating organisation policies compromising security posture other information assets.
· These conditions are void for sensitive and critical operation systems.
Unacceptable Use
· Use of the organisation digital computing facility or internet service for illegal or unlawful purposes, that includes but not limited to intentional copyright infringements, plagiarism, defamation, cyber bullying, identity theft, computer tampering.
· Seeks to gain unauthorised access to information or information assets without the authorisation of its owner.
· Compromising the privacy of the other users.
· Intentionally using information processing assets or internet service to visit internet sites containing banned, obscene, pornographic, hateful or other objectionable contents.
· Destroying the integrity of the computing resources by knowingly transmit or distribute harmful mobile codes (malware) affecting the security.
· Organisation information assets shall not be shared or transmitted through unofficial medium, individuals, entity or platforms.
· Internet usage consuming unacceptable bandwidth rate, like movies, music or downloads.
Any use of the IT resources or the facility should be complying with Information Technology Act 2000 & Amendment 2008, Copyright Act 1957, Indian Telegraph Act 1885 and applicable code or practice which may be relevant.
I have read and understood the terms, and I agree to operate by the rules of C-DAC. Acknowledge that the violation of this agreement shall be subject to legal action.
	Centre :
	Department :
	HoD/HoP :

	User Name  :
	Asset ID :
	Designation :

	Date :
	Signature :


[bookmark: _Ref46743975]


[bookmark: _Ref50047517][bookmark: _Toc50047648]Annexure D – Information Asset Transfer and Access Log
	Asset ID
	
	Asset Owner
	
	Department/Project
	

	SN
	Recipient ID
	Number of Copies made
	Location of Copies
	Address of Recipient
	Person Viewing the copy

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	





[bookmark: _Ref50046974]
[bookmark: _Toc50047649]Annexure E – Media Sanitization or Disposition Certificate
	Asset ID :	
	Asset Owner :
	Approval Date :

	Media Source :
	Approved Sanitization Mode :

	Media Type :
	Asset Dept. :
	Asset Classification :

	Manufacturer :
	Model :	
	Serial No :

	Sanitization Description
	

	Method Type
	1.  Clear	2. Purge	3. Destroy

	Method Used
	1. Degauss 	2. Overwrite 	3. Block Erase 		
4. Crypto Erase 	5. Other

	Tools Used
	

	Verification Method
	1. Full		2. Sample

	Post Sanitization Classification	
	

	Post Sanitization Destination
	Internal Reuse
	External
	Manufacturer

	Activity Carried by
	Sanitization
	Validation

	Name
	
	

	Designation
	
	

	Department
	
	

	Centre
	
	

	Date
	
	

	Location
	
	

	Email and Phone
	
	

	Signature
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